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RISK GUIDED DEVELOPMENT

Software development
is an increasingly
complex and multi
discipline endeavour.
Whilst Agile practices
have become the
norm, an overarching
approach that brings
confraternity among
diverse and often
marginalised
stakeholders is long
overdue

Confraternity through risk reduction
addressing the needs of the disenfranchised
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Agile software development
methodologies are now the
defacto delivery mechanism for
both small and increasingly large
software developments in many
organisations. Adoption of these
approaches has revolutionised
the way in which software is
commissioned, developed and
transitioned, particularly so
where the methodologies
selected are further to the right
on the agile spectrum such as XP
and Scrum.
If executed as intended,
adoption of these methodologies
is great news for end users,
technical issues aside, we should
be looking forward to a future
where products rarely miss the
mark in delivering tangible
business value. But the premise

to this paper is that there is a
problem, and it is a big one.
Whilst the adoption of agile (and
specifically high performance/
empowered teams) has focused
developers attentions on end
users, this agility threatens to
disenfranchise a range of
important team players. Project
Managers are often obsequious to
the developer, with insufficient
information to make informed
decisions; Testers cannot
differentiate between critical
features and nice to haves;
Business/Requirements Analysts find
themselves conflated when
tracing back to business cases
and outcomes; System Engineers
are presented with fait accompli
regarding interpretations on
designs and technology choices,
and hardware engineers find their

infrastructure is being used in
“novel” and unexpected ways.
Perhaps the expectations of
these team members should
adjust to the brave new world
where the bond between
developer and customer is king.
Perhaps these roles are remnants
of a “discredited” way of
development using Big Up Front
design. I would argue not.
The arguments for rigour are
stronger now than they ever have
been. Money is tight for many
organisations, time to market is
critical, competition is fierce, the
threat from outside actors is ever
present, and legal and policy
constraints exists where once
there were few.
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Where once the customer for a
development might be the only
stakeholders that matter, now we have
Information Assurance Professionals, Data
Owners, Support Teams, Legal and Policy
teams, Accessibility representatives. More
often than not, the system we develop
link to or supply other systems and
representatives from these are
important stakeholders too. The
hardware may be outsourced, the
departmental break down of product/
domain responsibilities may be
complex. All of this is before we
consider that our user base, which is
now unlikely to be a few people behind
a door in the corner of the forth floor,
is likely to be the entire organisation or
beyond. In short, IT has become a
whole lot more complex with many
more stakeholders, which means that
now, more than ever, the disciplines
required by the extended team (PM,
analysts and System Engineers) are more
important than ever.

“invest in activities
that are worthwhile
and make informed
decisions”
The key benefit of Risk Guided
Development

moving ahead. From a risk point of
view this is akin to arranging the road
to be closed before crossing it, our 4
week project is likely to take much
longer or achieve less. A level of risk is
always acceptable and we never can see
the benefit, or are able, to remove all
risk.

Gluing these disciplines in the past was
a strong upfront understanding of the
requirements (to a low level), the
technical design - to a low level, the test
approach - to unit level, and a detailed
plan on what was going to be done and If we become more sophisticated with
when. Whilst some Agile
our management of risk, we have the
methodologies on the left of the
ability to invest in activities that are
spectrum such as DSDM and UP still
worthwhile and make informed
have significant elements of this bound decisions. Risk management crosses
into an iterative and incremental
domains and is recognisable to all our
approach, the direction of travel is clear stakeholders. It validates and justifies
- a rubicon has been reached - more
our decisions and spend (monetary,
agility and a faster
time and
time to market is
resource). Risk
required. How do
management is
“... we need to
we restore order
not new and we
to our IT
instinctively do it.
communicate and
projects? The
A risk guided
the proposal is this
answer, I would
approach to
suggest, is
development
is done via the
through risk
requires more
medium of risk”
management.
discipline than
most will be
If we could sit
familiar with
developers down
however. It requires
with the end users and return in 4
a more holistic and layered model of risk;
weeks to find them both happy and job holistic in that we have captured and
done, we would all run projects that
managed (in the context of the project)
way. In all but the simplest tasks we
all stakeholder perceived risk associated
generally don’t do that as we know we
with our ambitions including technical,
are likely to come back in 4 weeks to
business, policy, etc; layered in that in
find a omnishamble. We inherently
order to manage the engagement we
know that this approach is a risky one.
may need to rollup and remove the
In the days of waterfall, we would
need for all stakeholders to fully
attempt to remove as much risk as
understand all risks, they only need to
possible, we would develop specs and
have an appreciation of the risk profile.
plans, and gain approvals before

Know your limits
Perception of risk will differ from one
person to the next. Success needs to be
repeatable and an organisation needs to
be deterministic regarding how risks are
handled and the subsequent decision
making. Policy documents need to set
out standards for defining and handling
risks, tolerances and processes for
escalation of risks where decisions
should be taken at more senior levels.
As part of the policy, standard risks to
address should be spelt out - e.g. “Due
to the complexity of the project, the
project may not be delivered on time,
causing a delay in realising the business
value”. Each set of stakeholders are
likely to have their own policies,
including the technical community.
Included in the technical community's
set would be tolerances around
technologies, development
methodologies, acceptable levels of
refactoring in the event of a risk being
realised. It may also define levels at
which opportunities (uncertain event
leading to a favourable outcome)
around reuse is pulled up to corporate
level sponsorship. The assertion of this
article is that this generally is not
standard practice today.
As well as organisational policies, each
project needs to have a specific policy
including tolerances. These would take
into account the criticality, timescales or
other factors which are likely to differ
from one project to the next. These
policies are a first test of the
organisation’s risk appetite in relation to
the work commissioned.
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would inform standardised decision
making.
Iterating as a team over the risks as the
work is undertaken and the agreed
counter measures are executed is
paramount. Whilst risk management
can be a dry subject, it significantly
reduces the barrier of requiring
detailed collective understanding of
how disparate disciplines work. It
allows the Project Manager to manage
the project by being informed rather
than blindly relying on a plan that
they have little way of validating.
Conclusion
This approach is not revolution or
suggests a manner of working that will
surprise many. In fact, the reader may
suggest that what has been prescribed
is exactly what they do today. For
example, frameworks such as
PRINCE2, M_O_R, UP all sounds
very similar, and what is suggested is
very much compatible with them.
The message is that we need to go
further. We need to ensure that what
is best practice at a management level
is bedded into how we develop
solutions. Few project managers want
to understand and validate detailed
Assurance functions can audit these and be adoption of a recognised
designs or have the time to talk to every
determine if the organisation is content development framework to manage
developer in the team, and customers
with these controls.
technical delivery and to provide off the and the technical community has had
shelf best practice. By adopting an
enough of following prescribe plans
overall risk driven approach the
Uniting the Disciplines
that hinder agility. The message is we
organisation can best choose the
need to communicate and the proposal
methodology applicable to the problems is this is done via the medium of risk.
Key to uniting the disciplines is to
presented by the project, rather than
capture the risks from all stakeholders
constraining technical delivery to a
and all disciplines making up the
“company standard” one size fits all
project team (holistically and layered),
It smells like you
based on the definition of the objectives approach. The technical risk policies
for the projects. These should conform
have a problem if ...
to the overarching policies and reflect
An organisation has no framework
the levels of perceived risks (prior to any
or currency on which to define how
counter measures). These need to be
technical work is delivered.
ratified collectively and appropriate
responses identified and agreed.
An organisation has only one
prescribed development approach.
Completion of this (combined with
resource/budget and time constraints)
The project manager has to
will lead to a project plan, one which
manage risks from the very large to
has buy in from all stakeholders and
the minutia of technical detail.
team members. Where more rigour
No one has asked or captured the
(and hence investment) is required, this
risk associated with a technical
will be justified. Where flexibility does
decision.
not threaten the viability of the project
The project disciplines are working
(as presented as an opportunity - a
in silos and the project manager
positive risk), this can also be
does not have the knowledge to
sanctioned. For example, one key
bring them together.
counter measure would almost certainly
There are many reasons why the
project is likely to fail but no one
seems to care.

